


OCTOBER, 2008

that considers the following four elements:
UNDERSTAND THE THREAT

To understand the threats faced by first
responders, federal, state or local government
agencies need to consider their vulnerabilities
and create a priority list of the types of disasters
they are likely to face. Vulnerabilities include spe-
cial events that can be transitory (such as a polit-
ical convention); high profile stationary targets
(train stations, historic buildings); or conditions
unique to a given geography (mudslides, hurri-
canes and so on).

UNDERSTAND THE PRIORITY

Terrorism has raised the visibility of high-casu-
alty disasters including chemical, biological, radi-
ological and nuclear (CBRN) attacks, and these
are generally foremost in the minds of disaster
preparedness planners. However, the likelihood
of an incident such as this is very small.
Earthquakes, floods, hurricanes, fires and other
natural disasters are far more likely to occur, fol-
lowed by industrial accidents. With limited
resources, threats need to be prioritized on the
basis of likelihood and level of potential human
injury and death. Subsequent planning should be
based on this prioritization.

UNDERSTAND RESOURCES, ROLES AND
RESPONSIBILITIES

After understanding and prioritizing vulnera-

bilities and threats, planners need to take a look
at their resources and begin to map out roles and
responsibilities. In the event of mass casualties,
multiple agencies will have to work together to
ensure short-term safety, long-term stabilization,
and eventual return to normalcy. Every organiza-
tion should have a defined role (be it first
response, establishing a perimeter or serving as
secondary support), to ensure the effective use of
resources. Additionally, planners need to take
stock of the resources they have at their disposal,
both in terms of personnel and equipment, antic-
ipate when these resources may run out and have
a plan for replenishing them.

UNDERSTAND EQUIPMENT NEEDS

Once the preceding elements have been con-
sidered, emergency preparedness professionals
should carefully consider the equipment needed.
Responders need access to personal protective
equipment (PPE) that will allow them to reach,
rescue and treat victims, and then transport them
to a facility where they can receive further care.
Unfortunately different disasters have very differ-
ent characteristics and require protection from
different threats. Therefore, PPE needs to be
matched to the level of exposure each first
responder will face -- depending on their role in
the overall response plan.

When selecting PPE it is also important to
evaluate which threats a protective garment is
proven to protect against, as well as how the gar-
ment will be used. Consider the turnout gear
used by firefighters as an example. Turnout gear,

which is bulky and restrictive, allows short dura-
tion work periods -- essentially the time to con-
sume one SCBA bottle -- before the wear must
be rehabilitated. The more firefighters work while
wearing turnout gear, the greater the stress they
put on their bodies. This stress is believed to con-
tribute to heart-attacks and other life-threatening
ailments.

Additionally, most turnout gear is designed for
thermal protection, despite the fact that firefight-
ers are increasingly being relied upon to respond
to a wide range of disasters. New standards pro-
vide options for additional protection (from
CBRN incidents and blood-borne pathogens, for
instance) incorporated into turnout gear, but this
option may further encapsulate the user and
potentially contributes to even higher heat stress.

In an ideal world, disaster preparedness plan-
ners would have unlimited resources and the abil-
ity to stock PPE for every type of scenario. In the
real world, however, resources are severely con-
strained and planners must make difficult choic-
es. Therefore, it is important that planners consid-
er their vulnerabilities and priorities, and then
select PPE that addresses the immediate needs of
the first responder while offering protection for as
broad a range of incidents as possible. -

James Zeigler is a research associate at E.
I. du Pont de Nemours & Company, Inc.,
DuPont Personal Protection. He is the co-
inventor of many of DuPont's chemical pro-
tective apparel fabrics, including its Tychem
line, and can be reached at:
james.p.zeigler@usa.dupont.com
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In 2001, no one
could have foreseen
that a pilot program to
create a critical inci-
dent planning system
for a handful of schools
in Washington State
would be expanded to
protect public K-12
schools, community
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colleges and critical infrastructure in the
state, creating a statewide interoperable “all
hazards” emergency preparedness system.
But that's exactly what is happening and it's
something that can be replicated in other
states and federal agencies.

impact

Following the Columbine High School
massacre in 1999, several law enforcement
officers from Washington traveled to
Colorado to learn from the tragedy and deter-
mine how others could better manage similar
events. What they discovered was that first
responders need instant access to accurate
information about a facility, and they need a
common and integrated plan for emergency
response.

Washington State’s Critical Incident
Planning and Mapping System (CIPMS) is a
secure, Web-based solution that provides
local, state and federal first responders with
instant access to critical facility information
such as floor plans and digital images, so they
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can respond faster, in a more coordinated
manner, with other agencies and with
enhanced situational awareness.

The CIPMS started with pilot money from
the state government to deploy a crisis man-
agement system to several schools in the
state. After a successful launch, the state leg-
islature approved funding in 2003 to deploy
the system to every public high school in
Washington. Since that time, nearly all pub-
lic high schools, middle schools and elemen-
tary schools have been catalogued and added
to the system. In addition, “mapping” of com-
munity colleges is now underway.

A pivotal moment occurred in September
2003 when a student brought a gun to Lewis



and Clark High School in Spokane, WA, and
fired a shot in a science classroom. Using the
CIPMS, first responders were able to quickly
locate digital floor plans and images of the
classroom, find the gas shutoff for the room
and execute a pre-planned evacuation of stu-
dents from the site. The shooter was con-
tained within 12 minutes and the entire
school was evacuated in 20 minutes, with the
only injury being to the gunman. Because a
safety plan had been created, all of the infor-
mation about the campus had been cata-
logued and the system had been stress-tested
before the incident occurred, valuable time
was not wasted by law enforcement and the
CIPMS acted as a “force multiplier.”

In addition to this incident, the CIPMS has
been used for everything from locating and
shutting off a broken pipe to evacuating a
school due to a bomb threat.

In addition to education facilities, the sys-
tem is being expanded to protect critical
infrastructure in the state, such as courthous-
es, stadiums, seaports and airports, which
have been added to the system. The CIPMS
was deployed to several facilities including a
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hotel, convention center and opera house for
the 2005 U.S. Judicial Conference and was
used by several federal agencies, including
the U.S. Marshals Service.

The technology behind the CIPMS, Rapid
Responder, from Prepared Response Inc., is
endorsed by the National Sheriffs’
Association and has been certified as a
“Qualified Anti-Terrorism  Technology”
through the Department of Homeland
Security’s SAFETY Act program. Rapid
Responder has been deployed to protect indi-
vidual school campuses and critical infra-
structure in 11 other states.

The system has also been designed from
the ground up to be an interoperable “all haz-
ards” emergency preparedness solution.
When a facility is being catalogued, first
responders from various agencies gather
together to determine appropriate responses
in different scenarios. Use of National
Incident Management System (NIMS) icons
and Incident Command System (ICS) princi-
ples encourage disparate agencies to work
together during a crisis. In multi-region or
multi-state disasters, such as a wildfire or a

tornado, access can be granted to outside
agencies so responders can view common
information.

The CIPMS was recognized for its success
when the State of Washington received the
2007 Harvard/Noblis Innovations Award in
Homeland Security. But how can other states
and federal agencies adopt a similar program
to protect critical infrastructure? The
Washington Association of Sheriffs and Police
Chiefs (WASPC) has worked closely with the
Washington State Legislature to secure both
state and federal funding for such a system.
Regional and national agencies could use a
similar method to start such a program. This
type of system significantly expands the abili-
ty of local, state and federal responders to
coordinate their actions and gives citizens the
peace of mind of knowing that first respon-
ders have an extra tool in their arsenal to try
to keep them safe during disasters. [

Don Pierce is executive director of the
Washington Association of Sheriffs and Police
Chiefs (WASPC). He can be reached at:
dpierce@waspc.org

The key to successful disaster
planning: Access to the

data center

Just like politics, all
disaster is local. State
and local governments
are closest to their cit-
izens and provide the
most immediate citi-
Zen services; services
that have to remain
available no matter
the circumstance.

In planning for disasters, whether natu-
ral or man-made, the state and local gov-
ernment information technology (IT) man-
agement team is a critical piece of the pre-
paredness puzzle. Access to applications,
data and even other people helps ensure
that emergency response and post-disaster
services, such as safe food, water, sanita-
tion and housing can continue when the
workplace closes down (e.g., because of
fires, power outages or even a relocation)
or if employees must telecommute (e.g.,
because of a flu pandemic, transit strike or
weather event).

Since virtually all citizen services are

By David Podwojski

accessible via a data center, state and local
governments must address the IT corner-
stone of disaster preparedness.

How will government personnel get to
the information and tools they need in
times of crises? How will data access work
for employees quarantined at home? Or
evacuated to a remote location? Or work-
ing from non-government-approved
devices?

The answer: Anytime, anywhere access
to the data center.

Protecting and backing up the data cen-
ter keeps data and applications safe, but
that data center becomes useless if govern-
ment employees cannot access it and the
data it stores. An application delivery
infrastructure, which enables anytime,
anywhere access to the data center, gives
state and local personnel an alternative
way to perform their work and respond to
citizen needs before, during and after the
disaster strikes.

Generally speaking, an application deliv-
ery infrastructure allows data to be provided
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